To: Honorable Rick Jones, Chairman
Senate Judiciary Committee

Testimony
Senate Bill 377

Senate Bill 377 is not about medical marihuana. It is not about public safety. It is not about protecting
patients from false arrest. It is about privacy in health care; it is about doctor/patient confidentiality;
and, it is about the American concept of innocent until proven guilty.

This bill would require the Michigan Department of Community Health (and it's successor DLEG) to
automatically relay registered patients' private card information to the Michigan State Police. In turn
the Michigan State Police are tasked to relay the card information to focal police departments. These
cards have significant personal information on them. They also identify the person who is the patient's
caregiver.

This information will be available to law enforcement officers without cause. Without cause means
that law enforcement has access to a patients card status and doctor/patient information without
suspecting the patient of any wrongdoing. This bill would toss “innocent until proven guilty” into the
civil liberties trashcan.

This information is currently available to law enforcement twenty-four hours a day, seven days a week,
through the LEIN system (see attachment). The difference between what is in practice and what this
bill attempts to make into law? LEIN can only be used when a person is suspected of committing a
crime. This bill has no such requirement. This bill would profile medical marihuana patients in a way
unheard of previously.

This bill is the first in a series of bills that will suggest that medical records do not deserve privacy.

This bill is the first on a slippery slope designed to chip away at our civil liberties and our sacred rights.

We see an attempt to attack doctor/ patient relationships and to thwart a citizens right to privacy from
law enforcement intrusion when no law is suspected of being broken. What right will be sacrificed by
our citizenry next?

CPU opposes SB 377 and urges you to do the same. CPU urges you to protect our rights, not erode
them.

Thank you,

Carnmabis Patients United
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JENKIFER M. GRANHOLM
GOVERNUR

Qclober 31, 2008

Daar LEIN Terminal Agency Caordingtor:

© Srave oF MEHIGAN
DEFARTRENT OF STATE POLICE
LANSTNG

coL. PETER ©. MUNOZ
BIAECTOR

. The purpgse of this letter is o provide information regardlng recantly enabled functlunalxty inthe

'I‘..aw Enforcemant information Network (LEIN).

* Indormation contained in this letter ralates to the 2009 LEIN Operations Manual, Section 5

{Person Files},  This section wil

be revised and the manual will be reposted as a POF ta the Mi-

.. LF38 Spenial interost Group on the FBI LEQ website,  Uzers without access to EEO can submit
- arequest for agoess using the application form found at hitp /A 120.90v.

. Hedi{:al Marijuanﬂ Lir:m Cheek

The Michigan Deparimiant of Comminity Health has provided ancess o their Medical Manjuana
‘Hicense file for the purpnses of verifying il a licenss is valid and verifying the name on the card

. . matches the name associated with the license number.
. patient {who has a license number which staris with a P) or the caregiver (who has a ficense
- number which stans wlah a c:) by Medical Marjuana ltcense number only.

Inquiry can bae performed on either the

Due 10 warding in ths legislation, inquiry on the namie is highly restricted and oan only be
pertorned tor a eriminal justice purpose whera the idenht}r of the cargholder is In question. As
such, imterfzce agencies implamanting this query are msh'ucted NOT to make this transaamm

~ automated.

o ' _'Tn query the siafus of the license, use the fol!awing- '!..ElN format:

QMLS MI3300210. ZG :F999399-5098499 .85 TEST 56 TEST/LEIN.

~ LRIN will then retum iur & valid card:

- 0o001 '

© A LGWMMI. 1 19 10/30/0% 0832 LBIN.
‘MIZ300210

P939995-000908

valid .

END OF MMJ MESSAGs

O the following for an invalid card:

Dogos
A LGWMMT
MT3300210
. PFo39983-5594989
N Wot Verificd .

. BED OF MMJ MESSAGE

5 21 10730/09 0858 L&rw.

This document was obtained Iawfully through a pubilc _
request made and responded to on January 26, 2010.
It appears from this document that the Registry ID Card

-{Program database has beeh made available for internet
|hacking through the state LEIN program. Once the

searcher types in a number, and receives a verification,

the searcher can then send a second search by number

and receive the' name on the card.
Presumably & searcher with access o the lein system
couid automate a number search, which would in turn

‘lereate a number inquiry, which wouild in turn produce a

- flist-of hames of all persons on the registry D card list.
“{The MDCH is responsible for safeguarding this list, under

' ithe requirements of the law. Is this compliance?

CRIMINAL FECORDE DIVISION » PO BOX 30334 ¢ LANEING, MICHIGAN 48513
] ww—hwhwm ST 3225531




The name of ine licanse holder can only he queried afier the status has been verified, A valid
razponse wilt not be returned if the status has not been queried first. =

To veriiy the name, use the follawing LEWN format:

CMLN.MIZ300210.20:PP99409-999939.55: TEST. 56 : TRST/LEIN,
L E[b wilf then returm the following responsa:

oo

n LGWMMI 2 20 LO/30/09 G832 LEIW,
MIZZQ0210

PYOSISA-30550%

John ¢ Puklic .

END OF MMJ MESSAGE

Samples of each type of license are aitached.

DGR Medies! Marijuzna Administirative Rule 333.121 siates that all information maintained by the
Michigan Medical Marijuana program *is confidendial and not suhject o disclogure in any form or
manner“- _

Please emall mspleinfss@michigan.gov with any questions about this new funetionality-

Sinceraly,

CHARLES HOFFMEYER
Eperatons Anaiyst
LEIN Figld Sowices

Decide for Yourself - is the departrment has honored the conﬂdent;al:ty requirements of the law by making

the list available to the LEIN on the honor system. "Interface agencies” are merely instructed not to AUTOMATE

~ {this inquiry. Does this instruction, which effectively instructs a searcher having access to the system as to how
“ithey could obtain a list of ail registry 1D Card program participants, invite illegal gathering of intelligent by any

{law enforcement. agency, or anyone who can get access to the lein with a phonacallon a favor?

Confidentiality Rules under the MMMA

333.26426 Admmsstmﬁmn and enforcement of rules by department. :

{g) Possession of, or application for, a registry identification card shall not constitute probable couse or reasonable suspicion; nor shall it be

used to support the search of the person or property of the person possessing or applylng for the registry identification card, or otherwrse

subject the person or property of the person to inspection by any local, county or state govemmentaf agency. :

(h) The following confidentiality rules shall apply:

(1) Applications and supperting information submitted by qualifying patients, including mforrnat:on regarding their primary caregivers and

physicians, are confidential. .

{2) The department shall maintzin a confidential list of the persons to whom the department has issuedd registry identification cards.}

tndividual names and. other identifying information on the fist is confidentla! and is exempt from disclosure under the freedom of

information act, 1976 PA 442, MCL 15.231 to 15.246.

{3) The department shall verify to law enforcement personnel whether a registry identification card is valid, without disclasing more| .

information than is reasonably necessary to verify the authenticity of the registry identification card.

(4} A person, including an employee or off‘_ icial of the department or ancther state agency or focal unit of goveriment, who discloses

confidential information in vielation of this act is guilty of a misdemeanor, punishable by imprisonment for not more than 6 months, or a

fine of not more than $1, 000.00, or both. Notwithstanding this provision, department employees may notifv law enforcement about

falsified or fraudutent information submitted to the department,

This email address was given for inquiries: mspleinfss@michigan.gov. Perhaps you would like to ask them yourself'r"

Go to http: IISItes googie com/snte/fonamschlgan/ to find out how to use the FOIA laws,




